ApPXHUTEKTypa

[TIporpammHuoOro obecreueHus

BlazeX

Bepcuu 3.3.2

BITBLAZE

Bce npasa samuimens © 000 «butomaiiz Texaonorumy, 2025



000 «butomaiiz Texnomorun» (OO0 «butTex»)

OI'PH 1177746396630, UHH 7731360971 / KIIIT 773101001

121205, Poccuiickas ®enepauus r. MockBa, BH. Tep. I. MYyHULHMINAJIbHBIA OKpyr MoskalicKkuid,
tep. ManoBanmonHoro 1eHTpa «CkoikoBoy, bonbmioi 0yiasBap, a. 42, ctp. 1, 599 p/m 02, stax 1

https://bitblaze.tech/

© 2017 — 2025 OO0 «butbmii3z TexHomorun». Bee mpasa 3amumieHsl.
DTOT MPOAYKT 3allMIleH 3akoHaMHu Poccuiickoit denepaniuu ¥ MEXIYHAPOIHBIMU COTJIAIICHUSMU 00
aBTOPCKOM IIpaB€ M CMEXHbIX mpaBax. (OCHOBHbBIE MPOAYKTHI, TEXHOJOTMM U TOPrOBbIE MapKu

nepevrclieHbl Ha caiite https://bitblaze.tech/

Linux — 3apeructpupoBanHas Toprosas Mapka Jlunyca Topsasibiaca. Bece npyrue mMapku U Ha3BaHus,
YIOMSIHYTBI€ 3/1€Ch, MOT'YT OBITh TOBAPHBIMU 3HAKAMU COOTBETCTBYIOIIMNX BIIAJICIIbIICB.

Bce npaga 3amnuiiensl © OO0 «butbmiis TexHomorun», 2025 2


https://bitblaze.tech/

COJAEPKAHUE

COJEPXAHUE
COT'JIAILIEHUME 1O O®OPMITEHUIO
COKPAIIIEHUA
BBEJIEHUE
OBIIEE OITMCAHUE
1 TPEBOBAHUNS K CUCTEME
2 YCTAHOBKA HEOBXOJNMbIX KOMITIOHEHTOB
2.1 ®ukcanus Bepcuu sapa
2.2 YcranoBka SCST
2.3 YcranoBka VDO
2.4 Ycranoska BlazelO
2.5 YcranoBka 3apucumocTeit BlazeX
3. KOHOUTYPALIMA U YCTAHOBKA BLAZEX
3.1 IToaroToBka KOHPUTYpAITMOHHOTO (haiiina
3.2 3anyck yCTaHOBKHU
3.3 IIpoBepka pabotsl BlazeX
4. HACTPOMKA MULTIPATH HA LINUX
TEPMUHBI U OITPEAEJIEHUA
TEXHUYECKAA ITOJIEPXXKA

Bce npasa 3amunienst © OOO «butbmais Texnomoruuy, 2025

O© N O 01 A W

10
10
10
12
12
13
14
14
15
15
17
19
21



COI'VTAIEHHME ITO O®OPMJIEHHIO

st Goree HArJSAHOTO TPEICTABJICHUS PA3IMYHBIX KOMaHA, (aiioB W Ip. B JOKYMEHTE
UCIOJNIB3YETCs cheayroiee GopMaTHpOBaHUE:

KOMaHI[BI W KOMAaHJHBIC YTUJIUTBI

[TapameTpsl KOMaH U (aiiaoB

A03a11pl B TEKCTE, COJIEpIKaIIMe BaXKHYIO HH(OPMAIIHIO, BBIJICIECHBI CIEAYIOUIMM 00pa3oM:

I[TPUMEYAHUE

Brigenennbie TakuM 00pa3oM yKa3aHHs COIECPIKAT BAKHYIO HHPOPMAIIHIO
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BBEJAEHHUE

BBEJIEHUE

Hannas cxema apxutektypsl yrnpasistorniero [10 BlazeX copepuT cBeieHNs 0 KOMITOHEHTax
yrnpapisitomero [10, u sBasercss 00s3aTeNbHBIM JOKYMEHTOM ISl O3HAKOMJICHHS TIepe]
HavyajoM pador.

[Iporpammuoe obecrnieuenue BlazeX ¢pynknnonupyer B coctaBe [IAK CX/] n mpennaznadeHo
JUTSL  YIPaBIEHUS PacHpe/ie]ICHHeM JHCKOBOIO MPOCTPAHCTBA W MOHUTOPUHTA pabodmx

nponeccoB u cocrosanus [TAKa.

BlazeX aBromaruzupyet npouecc paboThl C TUCKOBBIM IPOCTPAHCTBOM ITyTEM:

- BHUPTyaJU3allUd HECKOJbKUX (U3NYECKHUX HAKOMUTENIEH JaHHBIX B JIOTHUYECKYIO
rpynmny (Iy:n) Ui MOBBILEHUS OTKa30yCTOMYMBOCTU U (MJIM) IPOU3BOAUTEIBHOCTH;

- OpraHM3allM¥  OTHAENBHBIX O0JIacTeld JaHHBIX MOBEpX (UIUYECKUX TPYIII,

0TOOpakaeMble CHCTEMO KakK OT/IelbHbIE OJIOUHBIE YCTPOMCTBA (JIOTHUECKHE TOMA).

Hactosmas cxema apxutektypbl cocTtaBieHa Ha ympasisioniee [10 BlazeX. [IpuBenennsie
WITIOCTPAIlMM  TIOATOTOBJIEHBI  pazpaborumkamu  BlazeX. Ilporpammuoe oOecrnieuenue
pa3paboTano ans padotsl ¢ obopynosanrem OO0 «IIpomoOUT.
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OBIIEE OIITMCAHUE

OBIIEE OIIMCAHUE

ITO BlazeX Np€aHa3HAuYCHO I OpraHu3alii XpaHCHHSA MACCHUBOB JAaHHBIX, BBIIIOJHCHHA
OIICPATUBHLIX 3aJla4 U IMPEAOCTABJIICHUA JHUCKOBOI'O IMPOCTPAHCTBA.

[10 BlazeX mo3BoisisieT co3AaBaTh BBICOKOMPOU3BOAUTENbHBIE OTKazoycToiumBbie CX/| u
npumensiercs B cocraBe ynpasistoniero [1O TIAKos. BlazeX npennasHadeHo Kak Juist
ynpasieHus, Tak U Juist MoHuTopuHra CX/[ B 01HO- MM JBYXKOHTPOJJIEPHOM HCIIOJTHEHHH.

[I0 BlazeX mnoanepxuBaeT Kak OJHOKOHTPOJUIEPHBI peXuM paboThl, TaKk H
JBYXKOHTPOJUIEPHBIN, TPH KOTOPOM 00a KOHTPOJIJIEpa aKTUBHBI M UMEIOT IIOCTOSHHBIN 10CTYTI
K o0uell kop3uHe HakonuTeseld. OTKa30yCTOMUMBOCTh CHUCTEMBI B TAKOM pPEXUME padOThI
o0ecreunBaeTcsl 3a CYET ropsAYero pe3epBUPOBAHMS, MO3BOJIAIOLIEI0 COXPAHUThH JOCTYI KO
BCEM pecypcam (rpynnam JUCKOB, JIOTHYECKUM TOMaM) IIPU OTKa3e OJHOI0 U3 KOHTPOJIEPOB
1 00€eceunTh CIIeAYIOIINE TapaMeTpbl HaJIe)KHOCTH PAOOTHI:

- 3aIlUTY OT BBIXOJIAa U3 CTPOSI anmnapaTHbIX KOMIIOHEHTOB OJTHOTO Yy3J1a;
- 3aIIMTYy OT OTKa3a uHTepdeiica MoAKIIOYCHHUS,
- 3amuty oT c6oeB OC u I10 Ha oTHETFHOM KOHTpPOJIEPE.
[1O BlazeX mo3BomnseT peann3oBarh cereBoe xpaHwiuile JaHHBIX (NAS), o0benuHeHHoe C
CeThbI0 XpaHeHUs aHHbIX (SAN).
VYupasnenue [TAK ¢ ycranoBnenusim [10 BlazeX ocymectBisieTcs: uepe3 BeO-unTepdeiic ¢
npenocrasnenueM uHcrpymentapus ['UII. Onucanune npouecca padotsl ¢ I'NIT uznoxeno
PykoBoacrse nons3oBares.
O6men uHbpopManmeit o cocrosann Mexay yznamu CX]J] ocymectBisieTcs: yepe3 heartbeat,

o0MeH Tpa(l)I/IKOM MCKAY KOHTPOJUICPAMU OPraHUu30BaH Y€PE3 BBICOKOCKOPOCTHOC COCIUHCHHNEC
(interconnect).
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CXEMA APXUTEKTYPbBI

1 CXEMA APXUTEKTYPbI

Apxutektypa I[10 BlazeX crpouTcss Ha mNpUHIUIAX MHKPOCEPBUCHOTO TOJXO0JA, YTO
oOecrieynBaeT THOKOCTb, MacIITAOMPYeMOCTh M OTKa30yCTOHYMBOCTH CUCTeMbI. Bce
B3aMMO/ICHCTBHE TIOJIH30BATEINS C CUCTEMON HAaYMHAETCS ¢ NEiNX, KOTOPBIH BBHIIOJIHSIET POJIb
API Gateway - 3T0 enHasi TOUKa BXO/a, OTBEYAOLIAsl 3a MAaPLIPYTU3ALIMIO 3aIIPOCOB, a TAKXKe
3a 6a30Bble (QYHKLIMHU Oe30MacHOCTH. Takoi 1MoAX0/] MO3BOJISIET LIEHTPAIN30BaHHO YIIPABIIATh
JIOCTYIIOM M YIPOCTUTh MaclITabupoBaHue GPOHTEHA.

Korna monp3oBatens oOparmiaercss K yrpasistonieMy uHTepdelicy, nginx omnpeaenser, Ha
KaKoM U3 Y3JI0B ceiyac akTuBeH blazex-control. Ecim cepBUC JOCTYIEH JIOKAIBHO, 3apocC
Cpa3y MepeHanpaBIIsIeTCs Ha HETO, €CJIM HET - MPOUCXOIUT PEAUPEKT HA HYXKHBINA y3el uepe3
MexaHu3M heartbeat, 4To MO3BOJISIET peain30BaTh MPO3PAUYHOE MEPEKIIOUYCHUE MEXTY Y3IaMU
u m30exarp split-brain. DTo BaXHO JI1 BBICOKOW JIOCTYITHOCTH M OTKa30yCTOWYUBOCTH,
MI0JIb30BATENb BCET/IA IMTONAIAET HA pab0vHid DK3EMILISP YIPABIISIONIETO CEPBHCA.

blazex-control peanusyer Bce API st ynpasnenus CX/, a Takike COACPIKUT OUEPer KOMaH]I.
On paboraer no npuniuny REST APIL, uro obecrnieunmBaeT MNpocTOTY HHTETPALUU U
pacumpsiemocts. [y m3MeHeHus: koHpurypamun blazex-control B3aumoneiictByer ¢ yaml-
config service, KOTOPBI OTBEYAET 32 XPAHEHUE U PEITHKAINIO KOH(PUTYpALIUU MEXKTY Y3TIaMH.
CHavasa 3anmich IPOU3BOIUTCS JIOKATBHO HA IIEPBOM Y3JI€, 3aTeM H3MEHEHUS PETUTUIHPYIOTCS
Ha BTOPOH y3ell, TOJBKO MOCJe 3TOro MOJIb30BATENI0 BO3BpAIllaeTCs MOATBEpxkAeHUe. Takoi
NOJAXO/J TapaHTUPYeT KOHCHCTEHTHOCTb KOH(QUIypallMd UM  MUHUMHU3UPYET  PHUCK
PACCUHXPOHU3ALUN MEXY Y3JIaMu.

J71s1 BBITIOTHEHUS MOJIB30BATENBCKUX OMepannii (Co3aaHne, N3MEHEHUE, YAAJIEHUE PECYPCOB)
blazex-control otmpaBinsieT komaH Il B blazex-agent. DTOT areHT 3aIycKaeTcsi Ha KaK/I0M y3J1ie
¥ OTBEYACT 3a HEMOCPEACTBEHHOE B3auMo ieicTBHe ¢ nHppactpykrypoir CX]I. blazex-control
WCIIOJTHSIET KOMaH/Ibl, CKAHUPYET COCTOSTHHE PEeCypcoB U uepe3 3amuiieHHbI WebSocket (wss)
OTTIpABJISET PE3yNbTaThl OOpaTHO HAa NEinX, YTOOBI MOJIB30BATEIh MOT BHAETH aKTyallbHOE
COCTOSTHUE CHUCTEMBI B peallbHOM BpeMeHH. Takoii push-moaxos cHmkaer Harpy3ky Ha APl u
YCKOpsIET 0TOOpakeHHe U3MEHEHHH MTOJIb30BaTENIO.

Bce xomaHnpl M pe3ynbTaThl CKaHUPOBAHUS, €CIM OHU OTJIMYAIOTCS OT MPEAbIIYIINX,
3aMMChIBAIOTCS B COOBITHITHYIO 0a3y naHHbIX. lJi oOecriedeHusl IeTOCTHOCTH U JOCTYITHOCTH
nanHas B/l permmunupyetcst mexay ysnamu ¢ nomomipo DRBD, uyto mo3Bossier ObICTpo
BOCCTAaHOBUTH PabOTy B cirydae cOOsl OTHOTO U3 y3JIOB.

Kiacrepnast oTkazoycroiunBoCcTh peanu3syercs yepe3 Pacemaker u ocf-agent. Ha kaxxmom y3ie
paboTaeT cBOM areHT, KOTOPbI yMEET CTapTOBaTh, OCTAHABIMBATh U MOHUTOPHUTH CEPBUCHL. B
ciydyae cOosi OAHOro M3 y3i0B, Pacemaker aBTOMaTM4ecku MEPEBOJUT BCE HEOOXOAMMBIE
CEpBHCHI Ha paboOYMil y3el, UCIONIb3Yys aKTyalbHYI0 KOHGurypauuioo u3 yaml-config. Oto
MO3BOJIIET OOECHEeUUTh HENPEPbIBHOCTh pPabOThl U MUHUMH3UPOBATH MPOCTOM IS
M0JIb30BATEIS.
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CXEMA APXUTEKTYPbBI

Bcest apxuTekTypa mocTpoeHa Tak, 4TOOBl KaXKIblii CepBUC ObLT MaKCUMaJIbHO aBTOHOMEH, a
B3aMIMOJICHCTBHE MEXAYy HUMH ObUIO ITMOO ACMHXPOHHBIM (uepe3 odepeau u push-
YBEJIOMJICHHSI ), THOO MHHUMAJILHO CHHXPOHHBIM (TOJIBKO JIJIsi KpUTUYHBIX oreparnwii). Takoi
MOJIXOJ] TIO3BOJISIET CHCTEME OCTaBaThCs PabOTOCMOCOOHOW Jake MPH YaCTUYHBIX COOsX, a
TaK)Ke yMpoImaeT 0OHOBJICHUE U MAaCIITA0UPOBAaHUE OT/ICTHHBIX KOMIIOHEHTOB 0€3 OCTaHOBKHU
BCEU CUCTEMBI.

B 3akmouenuu, apxutekrypa ynpasisitoniero I10 BlazeX coderaer B cebe mpenmyiecTa
MHUKpPOCEPBUCOB - HE3aBHUCHUMOCTh KOMIIOHEHTOB, THOKOCTb B pa3BUTHH, JETKOCTh
MacITaOupPOBaHMS M BBICOKYIO YCTOWYMBOCTH K cO0siM. Kax/iplii cepBUC OTBEYaET TOJIBKO 32
OIpE/IEIICHHBIE 30HbI OTBETCTBEHHOCTH, a B3aUMO/ICIICTBIE MEXAY HUMHU OPTaHU30BaHO Yepe3
4yeTKo onpezesneHHble AP 1 HaexxHble MEXaHNU3MBbI PEIIJIMKALUK.
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Pucynok 1 - cxema apxurektyps! ynpasistomero [10 BlazeX
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CXEMA APXUTEKTYPbBI

TEPMHWHBI U OITPEJAEJIEHUSA

Hona\V3em\Kontposmiep CX/I - cepep B MHOTOCEPBEPHOI KOHPUTYpAIHH, 00€CIICUNBAIOIIHIA
noctyn k pecypcam CX/I.

Onepaunonnas cucrema (OC) - nporpaMMmHoe oOecrieueHue, yIpaBisioliee KOMIbIOTEpaMu
(BKJTIOYAsi MUKPOKOHTPOJIIEPHI) U TTO3BOJISIONIEE 3aIlyCKaTh HA HUX MPHKJIAJHBIC IPOTPAMMBI.

ITporpammuoe obecnieuenue (I10) - cOBOKYITHOCTh IPOrpaMM, JaHHBIX U CBSI3aHHBIX C HUMH
JOKYMEHTOB, UCIIOJIb3YEMBIX JJIs1 YIPaBJICHUs HHPOPMALIMOHHOW CUCTEMOH.

CepBep - BBIJICJIICHHBI BBIYUCIUTEIBHBIN KOMIUIEKC, 00pabaThIBAIONINI 3aIPOCHl OT APYTHX
[1K u nmpenocTaBisomuii *M HEOOXOAUMYIO MH(GOPMAIUIO /U YCITYTH.

Cucrema xpanenus naHabix (CX/[) - KOMIUIEKC anmapaTHOTO U IPOrpaMMHOTO oOecreueHus,
HpeJHa3HAYCHHbIH Ul XpaHEeHUs U onepaTUBHON 00pabOTKH NH(pOpMAILIHH.

nginX - BeO-cepBep M OOpaTHBIA MPOKCH, HCIOJb3yeMBbIH Kak TOYKa BXOJa Ui BCEX
10JIb30BATEIBCKUX 3aPOCOB. B TaHHOM apXUTEKType BHINOJIHAET QYHKIIMN MapUIpyTU3aLiH,
0anaHCUPOBKH HArPY3KH.

API Gateway - nutro3, yepe3 KOTOPBIH MPOXOJAT BCE BHEIIHUE 3AIPOCH K MHUKPOCEPBUCAM.
[To3BosisieT  LEHTPAJIM30BAHHO  YIPABIATh  MapHIpyTH3aluel, Oe30macHOCTbIO U
MOHHUTOPHHTOM.

Split-brain - cutyanus, npu KOTOpoil 00a y3/a CYMTAIOT CeOsS AKTUBHBIMH M IIBITAIOTCS
YIPABJISITH OTHUMH U TEMHU K€ PECYpPCaMu, UTO MOXKET MPUBECTH K MOTEPE WIIH MOBPEKIACHUIO
JAHHBIX.

WebSocket (WssS) - mpoTokoj /Ui ABYCTOPOHHEW Tepeaadyr AaHHBIX B PEaJbHOM BPEMEHU
MEX/1y KIIMEHTOM M CEpBEPOM T10 3aluiieHHOMY coeaunenuto (wss — WebSocket Secure).

DRBD - Distributed Replicated Block Device - TexHosorus 3epkaaipoBaHus (pETLTHKAINH)
OJIOYHBIX YCTPOWCTB MEXIy CepBepaMH B peEaJbHOM BPEMEHH, 4YTO O0ECIeYnBaeT
OTKAa30yCTOMYMBOCTD JTAHHBIX.

Pacemaker - kmactepHbIii MeHEIKep, OTBEYAONIMH 32 MOHUTOPHUHI COCTOSIHHS Y3JIOB U
aBTOMAaTHUYECKOE NIEPEKITI0UEHUE CepBUCOB TIpH cbosix (failover).

ocf-agent - areHT ympaBieHHs pecypcaMH B KiacTepe, peaqu3yloUMid KOMaHIbl 3alyckKa,
OCTaHOBKHM U MOHMTOPHUHIA CEPBUCOB.

Failover - aBTomaTH4eckoe nmepekIroueHe CEPBUCOB U PECYPCOB HA Pe3ePBHBIH y3eI npu cooe
OCHOBHOTO.
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TEXHUYECKAS ITOJAEPKKA

TEXHUYECKAA ITIOJJAEPKKA

Texunueckast moaaepxka [0 «BlazeX» Bk/Io4aer cjenyomuii Hadbop ycayr:

— HOpCaOoCTaBJICHUC OOHOBJIEHUH IIporpaMmMHOI 0 obecreyeHus 1o MCPC BbIXOJd HOBBIX
PEIN30B,

— xoHcynbTauus UT-cnenuanucTos 3akazuuka mo padbote ynpasistomero [10;

— IOMOIIb B YCTPAaHEHHH COOEB, BBHI3BAHHBIX HEKOPPEKTHOM pabOTON YIPaBJISIOIIETO
I10;

— IIoMoIb B OOHOBJICHUH IpOrpaMMHOTO IMPOAYKTA B YJAJICHHOM PCKUME.

KoHTakThI Ci1y:KObI NOAIEPKKHA U CEpPBHCA:

Anpec anekrponHoit moutsl: help@bitblaze.ru

Wurepuer-caiit: https://bitblaze.tech/

Tenedon kommanuu: (3812)-36-11-11

I[MTPUMEYAHUE

TexHuueckass moazepKKa ocymiecTBisiercss B pamkax CornameHusi o0 ypoBHE cepBuca
(SLA).

Bce rapanTun, kacaronggecst ToBapos M yciyr, peanusyeMbix OOO «butTex», n3noxkeHsl B

q)OpMy.]'II/IpOBKaX MpAMBIX FapaHTHﬁ, COIIPOBOKAAOIMINX COOTBETCTBYIOINE TOBAPHI U YCIIYT'U.

Huxaxkas HH(pOpMaHHH, MMPUBCACHHAA B JAHHOM JJOKYMCHTC, HC NJOJI’)KHA paCCMAaTpPpUBATLCS KaK
JOIMMOJIHUTCIIbHAA rapaHTHA.

CNYXXBA TEXHUYECKOM
NoOOEPXKW

HELP.BITBLAZE.RU
HELP@BITBLAZE.RU
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